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(57) Abstract 



A method for encoding network data, such as Internet Protocol (IP) data, into a format for transmission over a satellite system is 
described. The network data is configured in a packet having a data block and header information. The network data packet is encoded 
into a variable-length multi-packet transport (MPT) frame. The MPT frame comprises a data frame to hold data and header information. 
The IP packet is inserted in its entirety into the data frame of the MPT frame. The variable-length MPT frame is then encoded into one 
or more fixed-length MPT packets. Each MPT packet has a data fragment block comprising a portion of the MPT frame and associated 
header information to designate what portion of the MPT frame is contained in the data fragment block. The MPT packets are sized to be 
embedded as a specific size payload of the satellite packet that is transmitted over a satellite network. Using this method, data received 
over a data network (i.e., Ethernet or Internet) in large network data packets are broken into smaller packets defined by the multi-packet 
transport. These smaller packets are then inserted as the data payload within standard fixed-size packets suitable for transmission across 
a particular distribution medium, such as satellite network. The network data remains independent of the underlying network and can be 
easily extracted at the receiver for use by computer applications. 
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APPARATUS AND METHOD FOR TRANSMITTING IP DATA OVER SATELLITE NETWORK 

TFnmvnc at, field 

5 This invention relates to methods for sending computer network data, and 

particularly Internet Protocol (IP) data, over a satellite network. This invention also 
relates to a multi-packet transport structure that supports network data in packet sizes 
suitable for transmission over the satellite network, as well as other types of 
networks. 

10 

RAfKHROI JND OF THE INVENTION 

Conventional satellite systems transmit data in standard size digital packets. 
As an example, one satellite network, referred to as the "digital satellite system" or 
"DSS" network, transmits data in 147-byte packets. 
1 5 Fig. 1 shows a conventional DSS data packet 20. It has a three-byte header 

22, a 127-byte payload 24, and a 17-byte trailer 26. The header 22 contains four flag 
bits, twelve addressing bits for the service channel identification number (SCID), 
four sequence bits, and four type bits. The payload 24 holds the actual data being 
transmitted. Trailer 26 contains forward error correction (FEC) information to help 
20 verify whether the packets are transmitted error free. 

The data contained in each digital satellite packet resides in the 127-byte 
payload 24. One common use of DSS packets is to carry video and audio signals, 
such as those used in satellite-based television. Video and audio signals require 
continuous streaming of data at a particular rate to produce an even, uninterrupted 
25 presentation of images and sounds. To convert the continuous data stream into 
individual packets, the data stream is broken into equal-size blocks of 127 bytes. 
Each block is inserted into a payload 24 of a DSS packet 20. The individual packets 
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are then transmitted over the satellite system to a user's residence. The data 
segments are extracted from the DSS packets and used to reconstruct the continuous 
data stream. These steps of packeting, transmitting, receiving, and reconstructing are 
carried out at a sufficiently high rate to enable the video/audio signals to be played in 

5 real time at the receiver's residence. 

Within the networking community, data is likewise carried over data networks 
such as LANs (local area networks) and WANs (wide area networks) in discrete 
digital packets. One common and widely used type of network data is called Internet 
Protocol (IP) data. IP data defines a standard format for carrying data over 

10 essentially any underlying network, including the Ethernet and the Internet. The IP 
standard defines a packet used to encapsulate the data. The IP data is always 
encapsulated in this packet, regardless of the transmission network, enabling it to be 
carried over many different networks. 

Conventional network data is typically encapsulated in packets that are much 

15 larger than 127 bytes. This presents a problem for satellite transmission because the 
size of a network data packet exceeds the payload size of a satellite packet, such as 
the 127-byte payload of DSS packet 20. Moreover, the size of the network data 
packet can vary dramatically. Hence, defining a formula for converting one type of 
packet directly to another type of packet is not particularly useful. The same problem 

20 persists for other network data formats in addition to IP and other satellite formats in 
addition to DSS. 

It would be beneficial to provide a transport layer that enables variable-length 
network data packets to be carried in fixed-size satellite packet, as well as other types 
of network packets. 

25 Another issue concerns use of the data after it is transmitted over the satellite 

network. Computer applications use standard sets of Application Programming 
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Interfaces (APIs) to transmit and receive data over networks and over the Internet. 
For example, applications designed to run on Windows®-based operating systems 
employ a standard set of APIs that are defined in the Windows Sockets Specification, 
a well known specification. These APIs have been defined by industry committees 

5 and are widely in use. The Sockets APIs provide a network independent way to send 
and receive data, no matter what the underlying computer network (e.g., Ethernet, 
asynchronous transfer mode (ATM), etc.). Computer applications do not need to be 
specially written to receive data from a particular network. Instead, a developer 
writes code for an application that interfaces to the Windows® Sockets API, enabling 

10 the application to send and receive data over a number of different networks 
supported by the computer's hardware. 

It would be beneficial to devise a technique to repackage a network data 
packet, such as an IP data packet, into a format for compatible transmission over a 
satellite or other network system without losing the identify of the IP data packet. In 

15 this manner, the network data packet can be used by the computer application 
through a standard set of existing APIs, rather than through proprietary or non- 
standard functions known only to single monolithic client applications. 

SUMMARY O F THE INVENTION 

20 One aspect of this invention concerns a method for encoding network data, 

such as Internet Protocol (IP) data, into a format for transmission over a satellite 
system. The network data is configured in a packet having a data block and header 
information. As an example, an IP packet has a variable-length data block consisting 
of the IP data and a fixed-length header containing the IP header and a UDP (User 

25 Datagram Protocol) header. 
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According to the method, the network data packet is encoded into a variable- 
length multi-packet transport (MPT) frame. The MPT frame comprises a data frame 
and header information. The IP packet is inserted in its entirety into the data frame 
of the MPT frame. 

5 The variable-length MTP frame is then encoded into one or more fixed-length 

MTP packets. Each MPT packet has a data fragment block comprising a portion of 
the MTP frame and associated header information to designate what portion of the 
MTP frame is contained in the data fragment block. In one implementation, the MPT 
packet header is a one-byte header which includes a start-of-frame bit and an end-of- 

10 frame bit. These two bits designate whether the data contained in the associated data 
fragment block of the MTP packet is the starting portion of the MPT frame, the 
ending portion of the MPT frame, or a middle portion of the MPT frame. More 
particularly, the start-of-frame bit is set if the data fragment block contains the 
starting portion of the MTP frame. The end-of-frame bit is set if the data fragment 

15 block contains the ending portion of the MTP frame. Both bits are reset if the 
associated data fragment block contains the middle portion of the MPT frame. In this 
manner, the header information helps re-assembly of the data fragments into the 
MPT frame. 

The MPT packets are a size appropriate for transmission over the satellite 
20 system. In one implementation, the MPT packets are sized to 127 bytes. At this size, 
the entire MPT packet is embedded into the 127-byte payload of a conventional 147- 
byte DSS packet 

Using this method, data received over a data network (i.e., Ethernet or 
Internet) in large network data packets are broken into smaller packets defined by the 
25 mult-packet transport. These packets are then placed as the data payload within 
standard, fixed-size packets suitable for transmission across a particular distribution 
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medium, such as the DSS network. The network data remains independent of the 
underlying network and can be easily extracted at the receiver for use by computer 
applications. 

According to another aspect, a method for decoding computer network data 
5 from a satellite transmission signal is described. The satellite packets are received at 
a user-based receiving unit. The data payloads are removed from the satellite 
packets. Each data payload has the fixed-length multi-packet transport (MPT) 
packet, which comprises the data fragment block and associated header information. 
The decoding unit uses the header information of the MPT packet to arrange the 
10 MPT packets into a variable-length MPT frame. The MPT frame is then 
reconstructed from the data fragment blocks of the MPT packets and the network 
data is extracted from the reconstructed MPT frame. 

In this manner, network data is transmitted using conventional satellite 
packets without losing its known format. A computer application at the user-based 
15 receiving unit can use standard APIs, such as those prescribed by the Windows 
Sockets Specification, to call and access the network data. By encapsulating whole 
IP network data within satellite packets, content distributors will enable a wide new 
range of applications. Applications developers will find it easy to make use of such 
data since they will be writing to a standard interface with which they are already 
20 familiar. 

RRIFF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a diagrammatic illustration of a prior art digital satellite system (DSS) 
packet structure. 

25 Fig. 2 is a diagrammatic illustration of a satellite transmission system. 
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Fig. 3 is a flow diagram of a method for sending network data over the 
satellite transmission system. 

Fig. 4 is a diagrammatic illustration of a multi-packet transport (MPT) 
structure used to carry network data. 
5 Fig. 5 is a diagrammatic illustration of an MPT packet embedded within a 

satellite-transmissible DSS packet. 

Fig. 6 is a diagrammatic illustration of various packet structures showing re- 
assembly of the network packets from the MPT packets. 

Fig. 7 is a block diagram of a satellite receiver/viewing unit interface which 
10 shows data flow of network packets to applications running at the viewing unit. 

PET AILED PESCRIFTION OF THHE PREFERR EP EMBODIMENT 

Fig. 2 shows a satellite transmission system 30 for delivering signals from a 
content provider 32 (e.g., cable headend, television broadcast station, Internet service 

15 provider, etc.) to a receiver residence 34 over a satellite network 38. The satellite 
network 38 includes a satellite transmitter 40 located at the content provider 32. The 
satellite transmitter 40 transmits signals in the form of individual digital packets to an 
orbiting satellite 42, which retransmits the digital packets back to a satellite receiver 
44 located at the receiver's residence. One example of a suitable satellite network 38 

20 is a digital satellite system (DSS) network which transmits video and audio signals 
from a content provider to individual satellite receivers located at subscriber homes. 
In a DSS network, the satellite receiver 44 is a small, 1 8-inch dish that is capable of 
receiving the satellite-transmitted signals. The DSS network supports satellite- 
broadcast television shows, movies, games, and the like. 

25 More generally, the satellite signals can contain many different data types, 

including video, audio, animation, textual, and the like. In the illustrated 



WO 98/16046 PCT/US97/18336 

implementation, the satellite signals are sent from the satellite receiver 44 to one of 
two different kinds of display units at the receiver residence 34. One display unit is 
embodied as a broadcast enabled personal computer 50, or simply "broadcast PC." 
The broadcast PC 50 has a large VGA monitor 52, a processing unit 54, and input 
5 devices in the form of remote keyboard 56 and remote control handset 58. The 
remote keyboard 56 and handset 58 are remotely coupled to the processing unit 54 
via a wireless data link, such as infrared (IR) or radio (RF). Other types of input 
devices (e.g., mouse, track ball, stylus, etc.) can be used instead of, or in addition to, 
the keyboard and handset. 
10 The other display unit is embodied as a set-top box 60 coupled to a 

conventional television 62. A remote control handset 64 is used to remotely control 
the set-top box and television via a wireless data link. In another embodiment, the 
functionality in the set-top box 60 can be incorporated into the television 62. 

Content provider 32 is configured to package the signals in fixed-size digital 
15 packets. As an example, a DSS packet has a size of 147 bytes, as described in the 
Background of the Invention section with respect to Fig. 1. The content provider 32 
includes a encoding unit for encoding network data packets into a format for 
transmission over the satellite system 38. In the illustrated implementation, the 
encoding unit at the content provider includes a multi-packet transport (MPT) 
20 encoder 70 coupled to a data network 72, such as an Ethernet or the Internet. The 
MPT encoder 70 receives network data packets (e.g., TCP/IP packets or UDP/IP 
packets) from the data network 72, wraps them in an MPT frame format, and then 
splits the MPT frame into MPT packets that are suitably sized for satellite 
transmission. As one example, the MPT encoder can be implemented as a network 
25 router. The MPT frame and packet structures are described below in more detail. 
The MPT packets are passed to a satellite MUX (multiplexor) interface 74 where 
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they are encoded into satellite-transmissible packets. The satellite packets are then 
uplinked to the satellite transmitter 40. 

Fig. 3 shows a method for operating the satellite transmission system 30 to 
carry network data as part of the satellite transmission. This method will be 
5 described with reference to Figs. 2 and 4-7. 

At step 100, the MPT encoder 70 receives a network data packet from the data 
network 72. As an example, the network data packet is in the form of an Internet 
Protocol (IP) packet, although other forms of packets may be used. 

Fig. 4 shows an EP packet 120. It has a variable-length (N-byte) data payload 
10 122, a fixed-length (A-byte) transport protocol header 124, and a fixed-length (B- 
byte) IP header 126. The data payload 122 contains the actual network data. The 
transport protocol header 124 designates the transport layer protocols for the data 
network. Examples of the transport protocol include Transmission Control Protocol 
(TCP) and User Datagram Protocol (UDP). In Fig. 4, the IP packet 120 has a UDP 
15 header 124 that is eight bytes in length. The IP header 126 provides the addressing 
information necessary to deliver the data from source to destination. In this example, 
the IP header 126 is 20 bytes in length. 

At step 102 in Fig. 3, the MPT encoder 70 encodes the network data packet 
into a variable-length MPT frame 130. The MPT frame 130 has a variable-length 
20 (M-byte) data block or data payload 132 and a fixed-length (C-byte) type header 134. 
The IP packet 120 is inserted in its entirety (including both headers) into the data 
payload 132 of the MPT frame. As an example implementation, the header 134 
contains a two-byte protocol identifier, which for IP data, has a value of 0x0800. The 
header 134 might also contain optional bytes for designating protocol options. 
25 The MPT frame 130 might also have a trailer 136 attached to the data payload 

132. The trailer 136 includes one or more optional padding bytes 136which bring the 
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total number of bytes for the last portion of the MPT frame 130 to a size suitable for 
insertion into a fixed-size MPT packet, as is be described below in more detail. The 
trailer 136 might also designate space for further use, as well as length data that 
specifies the length of the actual data frame 132 and the optional bytes for protocol 
5 options. 

At step 104 of Fig. 3, the MPT encoder 70 encodes the variable-length MPT 
frame 130 into one or more fixed-length MPT packets 140(1), 140(2), 140(n). In 
the illustrated implementation, each MPT packet 140 consists of 127 bytes. Each 
MPT packet has 140 a data block 142, which can vary in size depending upon the 

10 packet contents, and at least a flag header 144. 

During encoding, the MPT frame 130 is broken into data fragments which 
form the data fragment blocks 142(1), 142(2), 142(n) of the MPT packets 140(1), 
140(2), 140(n). The flag headers 144(1), 144(2), 144(n) are then attached to 
the front of the corresponding the data fragment blocks 142(1), 142(2), 142(n). 

15 In the illustrated implementation, each flag header 144 has a size of one byte. The 
flag header 144 contains two flag bits 146, four undefined bits 148, one start-of- 
frame (SOF) bit 150, and one end-of-frame (EOF) bit 152. The SOF bit and EOF bit 
are the least significant bits of the flag header. 

The SOF and EOF bits 150 and 152 designate whether the data fragment from 

20 the MPT frame that is contained within the corresponding data block 142 is a starting 
portion of the MPT frame, an ending portion of the MPT frame, or a middle portion 
of the MPT frame. More particularly, SOF bit 150 is set if the corresponding data 
fragment 142 is from the starting portion of the MTP frame 130. The EOF bit 152 is 
set if the data fragment 142 is from the ending portion of the MTP frame 130. Both 

25 the SOF and EOF bits are reset if the data fragment is from the middle portion of the 
MPT frame 130. 
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In Fig. 4, MPT packet 140(1) is an example leading packet containing the 
starting data fragment of the MPT frame 130. Accordingly, the SOF bit is set to 
binary "1" and the EOF is reset to binary "0" as represented by box 154, The last 
MPT packet 140(n) is an example ending packet which contains the ending data 
5 fragment of the MPT frame 130. As a result, the SOF bit is reset to binary "0" and 
the EOF is set to binary "1" as represented by box 156. MPT packet 140(2) is an 
example middle packet which contains a middle data fragment of the MPT frame 
130, and hence, both the SOF and EOF bits are reset to binary "0" as represented by 
box 158. 

10 The leading MPT packet 140(1) has an address header 160 positioned before 

the data block 142(1). In the example implementation, the address header 160 
consists of a six-byte value. This is used in combination with the existing service 
channel identification number (SOD), and is known as a "sub-SCID." As a result, 
the leading MPT packet 140(1) comprises a one-byte flag header 144(1), a six-byte 

15 address header 160, and a 120-byte data block 142(1). 

The last MPT packet 140(n) has an error correction trailer 162 containing 
error correction data positioned after the data block 142(n). As an example, the error 
correction trailer 1 62 contains a 32-bit CRC (cyclic redundancy check) value that is 
computed for all preceding MPT packets 140(l)-140(n), which is represented as the 

20 bytes within dashed box 164. CRC error checking is a procedure used to check for 
errors in data transmission. It involves a complex calculation to generate a value 
based upon the data being transmitted. A CRC value is computed at the transmitter 
and attached as part of the transmitted packet. The receiver repeats the calculation 
and compares it to the attached CRC value. If the receiver's calculation and the 

25 attached CRC value match, the transmission of data is assumed to be error-free. 
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CRC is well known and widely used. It is noted that other types of error correction 
values can be alternatively employed. 

The last MPT packet 140(n) thus comprises a one-byte flag header 144(n), a 
122-byte data block 142(n), and a flour-byte error correction trailer 162. All middle 
MPT packets 140(2),..., 140(n-l) comprise a one-byte flag header 144 and a 126- 
byte data block 142. 

Table 1 summarizes four possible packet types depending upon the values of 
the SOF and EOF bits of the flag byte header. 



SOF E OF P sscrip tion 
1 0 The first packet of a multi-packet MPT 

frame. The six bytes following the flag 
header are the sub-SCID address, followed 
by 120 bytes of fragment data. 

The CRC is accumulated on all bytes of 
this packet. 



0 0 An intermediate (neither the first, nor last) 

packet of a multi-packet MPT frame. 126 
bytes following the flag byte are fragment 
data. 

The error correction information is 
accumulated on all bytes of this packet. 
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1 The last packet of a multi-packet MPT 

frame. The flag header is followed by 122 
bytes of data and 4 bytes of error correction 
information. 

The error correction information is 
accumulated on the first 123 bytes of this 
packet. 

1 1 The first, last, and only packet of a single- 

packet MPT frame. The six bytes following 
the flag header are the sub-SCID address, 
followed by 116 bytes of data, followed by 
four bytes of error correction information. 

The error correction information is 
accumulated on the first 123 bytes of this 
packet. 

At step 106 of Fig. 3, the satellite MUX interface 74 embeds the MPT packets 
140 into fixed-length satellite packets for transmission over the satellite network 38. 
For purposes of continuing discussion, this step is described in the context of DSS 
data packets, which have a fixed length of 147 bytes. 

Fig. 5 shows an MPT packet 140 and its relationship to a 147-byte DSS packet 
20, which is the same packet as described with respect to Fig. 1. In this 
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implementation, the first two flag bits 146 of flag header 144 are set to zero to 
represent a DSS packet format. The entire 127-byte MPT packet 140 is inserted into 
the 127-byte data payload 24 of the conventional DSS packet 20. A three-byte DSS 
header 22 is attached to the front of the data payload 24. The header 22 contains four 
5 flag bits, twelve addressing bits for the service channel identification number (SCID), 
four sequence bits, and four type bits. A 17-byte trailer 26 is attached to the end of 
the data payload 24 and contains forward error correction (FEC) information 
computed according to conventional techniques. 

It is noted that the MPT encoder 70 can be implemented in hardware, 
1 0 software, or a combination hardware/software. In hardware, the network data packet 
received from the data network 72 is initially placed in a register. A header 134 and 
optional padding 136 are added to form the MPT frame 130, which is stored in 
another register. The MPT frame 130 is then passed to a shift register in the MPT 
encoder 70. The first 120 bytes are shifted out and a one-byte flag header 144 and 
15 six-byte address header 160 are added thereto to form a leading MPT packet 140(1). 
The leading MPT packet 140(1) is stored in a separate register. Thereafter, the MPT 
frame 130 is shifted out 126 bytes at a time, with a flag header 144 being added to 
each, to form the middle MPT packets 140(2), 140(n-l). When the end of the 
MPT frame 130 is reached, the last data bytes are shifted out and a one-byte flag 
20 header 144(n) is added to form the last MPT packet 140(n). A CRC value is then 
computed using all MPT packets stored in the various registers. The CRC value is 
attached as a four-byte trailer 162 to the last MPT packet 140(n). 

In a software implementation, the network data packet is cached in memory. 
The MPT frame header and padding are wrapped around the network data packet. 
25 The software then segments the MPT frame into appropriately sized data fragments 
and adds the flag header. The address header is added to the first MPT packet. The 
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software then computes a CRC value and attaches it as a trailer to the last MPT 
packet. 

At step 108 in Fig. 3, the satellite packets are transmitted from the content 
provider 32 over the satellite network 38 to the receiver residence 34. The DSS 
5 packets are transmitted on multiple SCIDs and the satellite receiver 44 supports 
reception on the multiple SCIDs simultaneously. The satellite receiver 44 supports 
wideband packet synchronization (i.e., a technique for processing data received from 
the satellite network) to discover boundaries of the DSS packets. 

As the satellite receiver 44 receives the satellite packets (step 1 10 in Fig. 3), it 
10 uses the last 17 bytes to perform an FEC (forward error correction) analysis to ensure 
that the DSS packet is intact. The satellite receiver 44 then filters the DSS packets 
using the SCID address in the first three bytes of the 147-byte DSS packet. 
Unwanted packets are discarded. The acceptable packets are passed to a decoding 
unit which is implemented as part of the satellite receiver, and preferably in software. 
15 Fig. 6 shows the intermediate data structures during re-assembly of the 

network data packet within the satellite receiver, and its conversion into a packet 
which conforms to the Ethernet Protocol. The satellite receiver 44 first strips the 17- 
byte FEC trailer from the satellite packet to extract the MPT packet (step 1 12 in Fig. 
3). The three-byte DSS packet header 22 may or may not remain as part of the 
20 extracted MPT packet 140'. After the SCID address is used to initially group and 
filter the DSS packets, the information contained in the three-byte DSS packet header 
becomes irrelevant and can therefore be dropped. 

The MPT packet 140* has intact the flag header 144 (and address header for 
the first packet), as well as the fragment data in the data block 142. The satellite 
25 receiver filters unwanted MPT packets using the sub-SCID addresses contained in 
the leading MPT packet. The sub-SCID addresses are 48 bits long, and are 



WO 98/16046 PCT/US97/18336 

15 

positioned as the fourth through ninth bytes in the MPT packet. The sub-SCID 
addresses are synchronized across the SCIDs used to transmit the MPT packets, but 
filtering on the sub-SCID addresses is performed without regard to the SCID for the 
satellite packet. 

5 In an example embodiment, the satellite receiver filters on at least 16 different 

sub-SCIDs simultaneously. Unwanted MPT packets are discarded, while the MPT 
packets with the appropriate sub-SCID addresses are kept. It is desirable to filter on 
as many sub-SCIDs as possible. Many broadcast data satellite systems are capable of 
filtering on 32 different sub-SCIDs. Additionally, the satellite receiver should also 

10 support a "promiscuous" mode, in which it does not filter any sub-SCIDs; rather 
packets from all selected SCIDs pass through. For efficiency and throughput, the 
sub-SCID addresses are capable of being loaded within 10 ms and being disabled and 
enabled with a single operation. 

At step 1 14 in Fig. 3, the decoding unit at the satellite receiver reconstructs the 

15 MPT frame 130' from multiple MPT packets 140' (Fig. 6). The flag header of each 
MPT packet is read to determine whether it is the lead MPT packet (e.g., SOF=l, 
EOF=0), a middle MPT packet (e.g., SOF=0, EOF=0), or the last packet (e.g., 
SOF=0,EOF=1). 

The following is an example of an IP data packet being carried by MPT 
20 packets to illustrate byte order and outputs. In the examples below, data is 
represented exactly as it arrives from the satellite network, as well as how it is stored 
in memory, byte per byte. Example 1 is for a single packet MPT frame. 



WO 98/16046 PCT/US97/18336 

16 



3F 


00 


00 


E9 


24 


18 


24 


08 


00 


45 


00 


00 


61 


99 


01 


00 


00 


20 


11 


41 


60 


DF 


DF 


DF 


02 


E9 


24 


18 


24 


27 


06 


27 


OF 


00 


4D 


00 


00 


74 


68 


69 


73 


20 


69 


73 


20 


74 


65 


73 


74 


2C 


20 


69 


74 


27 


73 


20 


66 


72 


6F 


6D 


20 


32 


32 


33 


2E 


32 


33 


33 


2E 


32 


32 


33 


2E 


30 


32 


3A 


39 


39 


39 


30 


20 


73 


65 


6E 


74 


20 


74 


6F 


20 


32 


33 


33 


2E 


33 


36 


2E 


32 


34 


2E 


33 


36 


3A 


39 


3 9 


39 


39 


00 


00 


00 


00 


00 


00 


00 


00 


00 


00 


00 


00 


00 


00 


01 


00 


63 


4B 


SI 


B9 


A9 





The first byte "3F" is the flag header, and the "F" value indicates that both the 
SOF and EOF bits are set to "1". Accordingly, the MPT packet has both an address 
header and a CRC trailer. 

Example 2 is for a mult-packet MPT frame. In this example, the MPT frame 
contains two packet. 
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The flag header in the first packet is "3E" which indicates that the least 
significant bit (i.e., the EOF bit) is a "0" and the next least significant bit (i.e., the 
SOF bit) is a "1". Such EOF and SOF bit values indicate that the first packet is a 
lead MPT packet. The flag header of "3D" in the second packet establishes a SOF=0 
and EOF=l , indicating that the second packet is a last MPT packet. 
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As the MPT packets are being arranged beginning with the lead MPT packet, 
the satellite receiver begins compiling a CRC value. Multi-Packet CRCs are used to 
detect dropped packets, as well as packets that make it through the FEC analysis yet 
contain undetected errors. Under most circumstances, packets arriving from the 
5 satellite network with errors are detected by the FEC analysis, and appropriate action 
is taken. In some circumstances, however, packets arrive containing too many errors 
for the FEC to correct, and the errors occur in such a way that the FEC mistakenly 
reports that all errors have been corrected. This occurrence happens at a rate of 1/N! 
where N is the number of bytes that can be corrected. For the DSS system, the 

10 probability of not detecting that condition and falsely reporting a valid packet are 
2.48E-5. A much lower error rate of under 2.07E-17 is desired. The 32-bit CRC 
value provided for each MPT frame is suitable for signal conditions at "video 
threshold," and will achieve the strict error rate. 

The satellite receiver accumulates the CRC across multiple packets. The CRC 

15 calculation is independent of sub-SCID filtering. The last MPT packet is reached 
when the EOF in the flag header is set to "F\ The CRC is accumulated for all bytes 
in the MPT frame 130% excluding the 4-byte trailer 162 containing the CRC value. 
The CRC value thereby includes flag headers, data fragments, and the 6-byte sub- 
SCID address of the first MPT packet. This corresponds to the fourth through 130 th 

20 bytes of each DSS packet (except the one containing the last MPT packet) received at 
the satellite receiver. The CRC is accumulated in order, byte per byte, from each 
DSS packet. 

When the EOF condition is detected, the calculated CRC value is compared to 
the CRC value attached as trailer 162 in the last MPT packet. As an example, the 
25 CRC value in the MPT packet is stored in the Network Byte Order format, which is 
also called "Big Endian." This means that the most significant byte of the CRC is 
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contained in the first byte of the CRC trailer 162 (i.e., the 127 th byte of the DSS 
packet) and the least significant byte of the CRC is contained in the last byte of the 
CRC trailer 162 (i.e., the 130 th byte of the DSS packet). A match of the CRC 
computed by the satellite receiver and the CRC attached as the four-byte trailer 162 

5 in the last MPT packet evidences an error-free transmission. 

In one implementation, the satellite receiver may support only one CRC 
accumulator to compute the CRC value. MPT packets belonging to different MPT 
frames (and hence having differing sub-SCIDs) are not interleaved. Packets for the 
next MPT frame are taken after the last MPT packet for the previous MPT frame is 

10 reached. On the other hand, in another implementation where the satellite receiver 
supports MPT packet reception on multiple SCIDs, each SCID might have a 
corresponding CRC accumulator, one for each MPT packet in the process of being 
received. Multiple CRC accumulators are useful as there may not be any way to 
synchronize starting and stopping multiple MPT frames between SCIDs. 

15 As an example implementation, the CRC algorithm used by a DSS-compatible 

satellite receiver is the same CRC algorithm as used by the MPEG-2 Transport 
stream as defined in the standard ISO/IEC 13818-1. The algorithm consists of the 
polynomial: 

20 l + D + D 2 +Z> 4 +D S +Z) 7 +D 8 +Z> 10 +Z> ,! + D n +Z> 16 + D 22 + D 2 * + D 26 + D 32 

As in the ISO/IEC 13818-1 specification, the initial state of the sum is 
OxFFFFFFFF. This is not the same algorithm used by Ethernet. 

In the above discussion, the CRC calculation is performed by the satellite 
25 receiver. Alternatively, the CRC calculation can be computed by a processor in the 
visual display units. This is described below in more detail. Performing the CRC 
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calculations using the processor, however, consumes a high amount of the available 
computational resources. Accordingly, it is preferred that the CRC be performed by 
the satellite receiver. 

If the CRC analysis is favorable, the next step 116 of Fig. 3 is to extract the 
5 network data packet 120' from the MPT frame 130'. In the continuing example, the 
IP packet 120' has intact the N-byte data payload 122, the 8-byte UDP header 124, 
and the 20-byte IP header 126. To ensure that the IP packet 120' conforms to the 
Ethernet Protocol, the sub-SCID address header 160 found in the first MPT packet 
140(1) is placed in the beginning of the IP packet as a network destination address 

10 170 (e.g., an Ethernet Destination address). A network source address 172 is filled 
with a fixed, valid source address (e.g., an Ethernet Source address). A two-byte 
protocol 174 is filled with the protocol from header 134 of the MPT packet 130', 
without modification. Any protocol options from header 134 is appended to the IP 
packet 120' as well as all subsequent MPT packets until an EOF condition is met. 

15 Once the EOF condition is met, the CRC is checked as described above, and if 

the comparison was successful, the true length of the data is recorded, the simulated 
IP packet is written to the memory of the visual display unit, and the visual display 
unit is notified that an IP packet has arrived. 

An alternate method would be when the network data packets are reassembled 

20 within the processor of the visual display unit. The MPT packets are written into 
main memory in the order in which they arrive. The entire MPT packet 140' is 
written to memory. In order to enhance performance, rather than writing out a packet 
stream of 127 byte MPT packets, the packets are aligned on 128-byte blocks. The 
first byte is written in the form of padding or internal flags, which can be used by the 

25 satellite receiver card for whatever internal purpose. For purposes of network data 
reconstruction, however, this first byte is considered as "don't care." The remaining 
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127 bytes include the flag and address headers 144, 160 (if a first packet; otherwise 
just the one-byte flag header), and a data block 142 holding the data fragment. 
Memory buffers are preferably configured in multiples of 128 bytes. MPT Packets 
are written to align on four-byte double word or "DWORD" boundaries. By writing 
5 the MPT packets in this way, and by aligning bytes on predicable DWORD 
boundaries, software running on common processors can be optimized to a higher 
degree than would be possible by not aligning the data. 

Even in the case where the visual display unit performs re-assembly, it is 
preferred that the satellite receiver perform the CRC calculations. This is desired due 
10 to the computational burden of requiring the video display unit to perform these 
calculations. The video display unit is needed to perform time critical user interface 
tasks as well as other data processing tasks and any unnecessary burden is noticed. 

The satellite receiver determines whether the CRC failed by including the 
CRC bytes in the CRC calculations and writing the result in place of the original 
1 5 CRC bytes. If the CRC value that was calculated over the original data is fed 
through the CRC algorithm as an additional four bytes, the new CRC result will have 
the value of zero upon success, and non-zero upon failure. 

The video display unit then performs the same operations as the satellite 
receiver in order to create an packet that conforms to the IP packet. 
20 Fig. 7 shows the interface between the satellite receiver and decoding unit and 

a software application running on the computer at the visual display unit. A satellite 
receiver board 200 places the recovered network data packets onto the PC bus 202. 
A miniport driver 204 and layered miniport driver 206 are coupled to receive the 
packets from the PC bus 202. In the illustrated example, the drivers comply with the 
25 Network Device Interface Specification (NDIS) 4.0, as represented by interface layer 
208. 
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The reassembled network data packet is passed to the IP software interface 
210 which performs some rudimentary error checking at the network data packet 
level (e.g., header checksum) and filtering. At this point, the network data packet is 
in order to be handled by the Winsock layer 212, a software implemented interface 
5 which complies with the Windows Sockets Specification. The Windows Sockets 
Specification defines a well known standard set of APIs that provide a network 
independent way to send and receive data. An application 214 uses the network data 
packets through various API calls orchestrated through the Winsock layer 212. 

This invention is beneficial in that it prescribes a technique for transmitting 
10 network data over a satellite system without losing its known format A computer 
application at the recipient can use standard APIs, such as those prescribed by the 
Windows Sockets Specification, to access and utilize the network data. 

It is noted that aspects of this invention can be used for network types other 
than satellite networks. The MPT frame and MPT packet structure can be modified 
1 5 for use with other networks, including Ethernet and Internet. 

In compliance with the statute, the invention has been described in language 
more or less specific as to structural and methodical features. It is to be understood, 
however, that the invention is not limited to the specific features described, since the 
means herein disclosed comprise preferred forms of putting the invention into effect. 
20 The invention is, therefore, claimed in any of its forms or modifications within the 
proper scope of the appended claims appropriately interpreted in accordance with the 
doctrine of equivalents. 
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CLAIMS 

1. A method for encoding Internet Protocol (IP) data into a format for 
transmission over a satellite system, comprising the following steps: 

receiving an IP packet having an IP data block and header information; 
5 encoding the IP packet into a variable-length multi-packet transport (MPT) 

frame having a data frame and header information so that the data frame of the multi- 
packet frame comprises the IP packet; and 

encoding the variable-length MTP frame into one or more fixed-length MTP 
packets, each MPT packet having a data fragment block comprising at least a portion 
10 of the MTP frame and associated header information to designate what portion of the 
MTP frame is contained in the data fragment block. 

2. A method as recited in claim 1, wherein the header information of each 
MPT packet designates whether the data contained in the associated data fragment 

15 block is from a starting portion of the MPT frame, an ending portion of the MPT 
frame, or a middle portion of the MPT frame* 

3. A method as recited in claim 2, wherein the header information of each 
MPT packet comprises a one-byte header having a start-of-frame bit which is set if 

20 the data contained in the associated data fragment block of the MTP packet 
comprises the starting portion of the MTP frame and an end-of-frame bit which is set 
if the data contained in the associated data fragment block of the MTP packet 
comprises the ending portion of the MTP frame, the start-of-frame and end-of-frame 
bits both being reset if the data contained in the associated data fragment block of the 

25 MTP packet comprises the middle portion of the MPT frame. 
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4. A method as recited in claim 2, wherein the header information of each 
MPT packet comprises a multi-byte address in an event that the data contained in the 
associated data fragment block is the starting portion of the MPT frame. 

5 5. A method as recited in claim 1, further comprising the step of 

calculating error correction information for the one or more MPT packets. 

6. A method as recited in claim 5, further comprising the step of attaching 
the error correction information to one of the MPT packets. 

10 

7. A method as recited in claim 1, further comprising the step of adding a 
header including an address and a trailer with error correction information to each 
fixed-length MPT packet to form satellite-transmittable packets. 

15 8. A method as recited in claim 7, further comprising the step of 

transmitting the satellite-transmittable packets. 

9. A transmission medium carrying the MPT packet embedded satellite- 
transmittable packets constructed and transmitted according to the steps in the 
20 method as recited in claim 8. 



10. A storage medium storing the MPT frame and MPT packets 
constructed according to the steps in the method as recited in claim 1 . 



WO 98/16046 




11. 



A computer programmed to perform the steps of the method as recited 



in claim 1 . 



12. 



A computer-readable memory which directs a computer to perform the 



5 steps of the method as recited in claim 1 . 

13. A method for encoding Internet Protocol (IP) data into a format for 
transmission over a satellite system, comprising the following steps: 



1 0 protocol header, and a B-byte IP header; 

constructing a variable-length multi-packet transport (MPT) frame having an 
M-byte data payload and a C-byte header; 

inserting the entire (N+A+B)-byte IP packet into the M-byte data payload of 
the MPT frame; and 

15 constructing from the (M+C)-byte MPT frame one or more fixed-size multi- 

byte MPT packets, each MPT packet having at least one header to designate what 
portion of the MTP frame is contained in the MPT packet. 



receiving an IP packet having an N-byte IP data block, an A-byte transport 



14. A method as recited in claim 13, further comprising the step of 
20 calculating error correction information for the one or more MPT packets. 



15. A method as recited in claim 14, further comprising the step of 
attaching the error correction information as a multi-byte trailer to one of the MPT 
packets. 
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16. A method as recited in claim 13, further comprising the step of 
transmitting the MPT packets. 

17. A storage medium storing the variable-length data group packet 
constructed according to the steps in the method as recited in claim 13. 

18. A computer programmed to perform the steps of the method as recited 
in claim 13. 

19. A computer-readable memory which directs a computer to perform the 
steps of the method as recited in claim 13. 

20. A method for encoding network data packets into a format for 
transmission over a distribution system, comprising the following steps: 

adding a header to a network data packet to form a variable-length multi- 
packet transport (MPT) frame; and 

segmenting the MPT frame into one or more data fragment blocks; and 
adding a header to each data fragment block to form fixed-length MPT 
packets of a size appropriate for transmission over the distribution system. 

21. A method as recited in claim 20, wherein the header of each MPT 
packet designates whether the data contained in the associated data fragment block is 
from a starting portion of the MPT frame, an ending portion of the MPT frame, or a 
middle portion of the MPT frame. 
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22. A method as recited in claim 20, wherein the header of each MPT 
packet comprises a one-byte header having a start-of-frame bit which is set if the data 
contained in the associated data fragment block of the MTP packet comprises the 
starting portion of the MTP frame and an end-of-frame bit which is set if the data 
contained in the associated data fragment block of the MTP packet comprises the 
ending portion of the MTP frame, the start-of-frame and end-of-frame bits both being 
reset if the data contained in the associated data fragment block of the MTP packet 
comprises the middle portion of the MPT frame. 

23. A method as recited in claim 20, further comprising the step of adding 
padding bits as a trailer to the network data packet to form the MPT frame. 

24. A method as recited in claim 20, wherein the step of adding a header 
comprises the step of adding a header which designates what portion of the MTP 
frame is contained in the data fragment block. 

25. A method as recited in claim 20, further comprising the step of adding 
an address to a first data fragment block. 

26. A method as recited in claim 20, further comprising the step of 
calculating error correction information for the MPT packets. 

27. A method as recited in claim 26, further comprising the step of 
attaching the error correction information to one of the MPT packets. 



5 



10 
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28. A method as recited in claim 20, further comprising the step of adding 
a header including an address and a trailer with error correction information to each 
fixed-length MPT packet to form satellite-transmittable packets. 

29. A method as recited in claim 28, further comprising the step of 
transmitting the satellite-transmittable packets over a satellite distribution system. 

30. A storage medium storing the MPT frame and MPT packets 
constructed according to the steps in the method as recited in claim 20. 

31. A computer programmed to perform the steps of the method as recited 
in claim 20. 



32. A computer-readable memory which directs a computer to perform the 
1 5 steps of the method as recited in claim 20. 

33. A method for decoding computer network data from a satellite 
transmission signal, comprising the following steps: 

receiving multiple satellite packets, individual satellite packets having a data 
20 payload; 

removing the data payloads from the satellite packets, each data payload 
comprising a fixed-length multi-packet transport (MPT) packet having a data 
fragment block and associated header information; 

using the header information of the MPT packet to arrange the MPT packets 
25 into a variable-length MPT frame; 
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reconstructing the MPT frame from the data fragment blocks of the MPT 
packets; and 

extracting the network data from the reconstructed MPT frame. 

34. A storage medium storing the MPT packets and the MPT frame 
recovered according to the steps in the method as recited in claim 33. 

35. A computer programmed to perform the steps of the method as recited 
in claim 33. 

36. A computer-readable memory which directs a computer to perform the 
steps of the method as recited in claim 33. 

37. A satellite transmission system, comprising: 

an encoding unit to encode a computer network data packet into one or more 
satellite packets, the encoding unit being configured to (1) add a header to the 
network data packet to form a variable-length multi-packet transport (MPT) frame, 
(2) segment the MPT frame into one or more data fragment blocks, (3) add a header 
to each data fragment block to form fixed-length MPT packets, and (4) add 
header/trailer information to each MPT packet to form one or more satellite packets; 

a satellite transmission unit coupled to receive the satellite packets from the 
encoding unit, the satellite transmission unit transmitting the satellite packets over a 
satellite network; 

a receiving unit to receive the satellite packets from the satellite network; and 
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a decoding unit coupled to the receiving unit to recover the MPT packets from 
the satellite packets, reconstruct the MPT frame from the MPT packets, and extract 
the network data packet from the MPT frame. 

5 38. An encoding unit for encoding network data packets into a format for 

transmission over a satellite system, comprising: 

means for adding a header to a network data packet to form a variable-length 
multi-packet transport (MPT) frame; and 

means for segmenting the MPT frame into one or more data fragment blocks; 

10 and 

means for adding a header to each data fragment block to form fixed-length 
MPT packets of a size appropriate for transmission over the satellite system. 

39. An encoding unit as recited in claim 38, wherein the header for the 
15 MPT packets designates what portion of the MTP frame is contained in the data 

fragment block. 

40. An encoding unit as recited in claim 38, further comprising means for 
adding padding bits as a trailer to the network data packet to form the MPT frame. 

20 

41. An encoding unit as recited in claim 38, further comprising means for 
adding an address to a first data fragment block. 
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42. An encoding unit as recited in claim 38, further comprising means for 
calculating error correction information for the MPT packets and attaching the error 
correction information to one of the MPT packets. 

43. An encoding unit as recited in claim 38, further comprising means for 
adding a header including an address and a trailer with error correction information 
to each MPT packet to form satellite-transmittable packets. 

44. A receiving unit for decoding computer network data received as part 
of a Vertical Blanking Interval (VBI) of a broadcast video signal, comprising: 

a receiver to receive multiple satellite packets, individual satellite packets 
having a data payload comprising a fixed-length multi-packet transport (MPT) 
packet, each MPT packet having a data fragment block and associated header 
information; 

a device driver coupled to the receiver; 

one of the receiver or device driver being configured to remove the MPT 
packets from the satellite packets and use the header information of the MPT packet 
to arrange the MPT packets into a variable-length MPT frame, said one of the 
receiver or device driver being further configured to reconstruct the MPT frame from 
the data fragment blocks of the MPT packets and extract the network data from the 
reconstructed MPT frame. 

45. A computer-readable memory having a packet structure that can be 
encoded into a satellite data packet for transmission over a satellite network, the 
packet structure comprising: 

a data block containing at least a portion of a computer network data packet; 
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a header positioned before the data block, the header designating whether the 
portion of the network data packet contained in the associated data block is a starting 
portion of the network data packet, an ending portion of the network data packet, or a 
middle portion of the network data packet; 
5 in an event that the data block contains the starting portion of the network data 

packet, an address header positioned before the data block; and 

in an event that the data block contains the ending portion of the network data 
packet, an error correction trailer containing error correction data positioned after the 
data block. 

0 

46. A computer-readable memory as recited in claim 45, wherein the 
portion header is one byte, the address header is six bytes, and the error correction 
trailer is four bytes. 



15 



WO 98/16046 



1/7 



PCT/US97/18336 




WO 98/16046 



3/7 



PCT/US97/18336 



RECEIVE NETWORK DATA 
PACKET FROM DATA 
NETWORK 



ENCODE NETWORK DATA 
PACKET INTO VARIABLE- 
LENGTH MPT FRAME 



ENCODE MPT FRAME INTO 
FIXED-LENGTH MPT 
PACKETS 



EMBED MPT PACKETS INTO 
SATELLITE PACKETS 



TRANSMIT SATELLITE 
PACKETS OVER SATELLITE 
NETWORK 



RECEIVE SATELLITE 
PACKETS 



EXTRACT MPT PACKETS 



RECONSTRUCT MPT FRAME 



EXTRACT NETWORK DATA 
PACKETS 



-100 



-102 



-104 



-106 



-108 





-110 



112 



114 



-116 



WO 98/16046 



5/7 



PCT/US97/18336 




o 




CO 
CN 




o 

€0 
CL 



CO — 'c 

o 



r 



o -° 

uj 



O -° 

CO zz. 



5< 



■o 

0) — 

ID 



(A 

O) . — - 



o 

CO 



a> 

ca 

a. 

CO 
CO 

a 



CM 

m 



o 
in 



oo 

XT 




Q_ CM 



■a cr 
CO 

CD 



CM 



CM 
CM 



WO 98/16046 



6/7 



PCT/US97/18336 




WO 98/16046 



7/7 



PCT/US97/18336 




214 



212 



210 



206 



204 



208 



202 



-200 



Receiver Board 



INTERNATIONAL SEARCH REPORT 



Inter -snal Application No 

PGT/US 97/18336 



A, CLASSIFICATION OF SUBJECT MATTER M . m 

IPC 6 H04L29/06 H04L12/46 H04Q11/04 



According to International Patent Classification (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 

IPC 6 H04L H04N H04Q 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 


Electronic data base consulted during the international search (name of data base 


» and, where practical, search terms used) 




C. DOCUMENTS CONSIDERED TO BE RELEVANT 


Category * 


Citation of document, with indication, where appropriate, of the relevant passages 


Relevant to claim No. 


X 


CHA0 H J ET AL: "A SHARED-MEMORY VIRTUAL 
CHANNEL QUEUE FOR ATM BROADBAND TERMINAL 
ADAPTORS" 

INTERNATIONAL JOURNAL OF DIGITAL AND 

ANALOG COMMUNICATION SYSTEMS, 

vol . 5, 1 January 1992, 

pages 29-37, XP000390817 

see page 30, column 1, line 1 - column 2, 

1 ine 46 

see page 33, column 2, line 1 - page 35, 
column 2, line 61 
see figures 1-4,8 


1-46 






/— 




| )( | Further documents are listed in the continuation of box C. 


| [ Patent family members are listed in annex. 


• Special categories of cited documents : m . . ^ J _„ _ " „ . . 

T" laler document published after the International filing date 
„„ J „_ . ^ „ ... . .... . or priority date and not in conflict with the application but 

-A" document defining the general state of the art which ts not cjted to underatand the principle or theory underlying the 

considered to be of particular relevance invention 
"E" earlier document but published on or after the international . x „ document of particular relevance; the claimed Invention 

filing date cannot be considered novel or cannot be considered to 
"L" document which may throw doubts on priority daim(s) or involve an inventive step when the document Is taken alone 

which is cited to establish the publication date of another ^ document of particular relevance; the claimed invention 

citation or other special reason (as specrf led) cannot be considered to involve an inventive step when the 
"O" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu- 

other means ments, such combination being obvious to a person skilled 

"P" document published prior to the international filing date but ,n tne aft 

later than the priority date claimed document member of the same patent family 


Date of the actual completion of the international search 


Date of mailing of the international search report 


25 February 1998 


03/03/1998 




Name and mailing address of the ISA 

European Patent Office, P.B. 5818 Patentlaan 2 
NL - 2280 HV Rljswl(k 
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, 
Fax: (+31-70) 340-3016 


Authorized officer 

Karavassil 1s, N 



Form PCT/ISA/210 (second shoot* (July 1992) 



page 1 of 2 



INTERNATIONAL SEARCH REPORT 



Inter inal Application No 

PCT/US 97/18336 



C.(Continuatlon) DOCUMENTS CONSIDERED TO BE RELEVANT 



Category * Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



LUTAS D ET AL: "MULTIPROCESSOR SYSTEM FOR 

INTERCONNECTION OF ETHERNET AND FDDI 

NETWORKS USING ATM VIA SATELLITE" 

IEE PROCEEDINGS: COMPUTERS AND DIGITAL 

TECHNIQUES, 

vol. 143, no. 1, 1 January 1996, 
pages 69-78, XP000554822 
see the whole document 



WILLIAMS T: "STB OPERATING SYSTEMS GEAR 
UP FOR FLOOD OF DATA SERVICES" 
COMPUTER DESIGN, 

vol. 35, no. 2, 1 February 1996, 
pages 67/68, 72, 74-76, 78, 80, 
XP000555483 

(especially p. 68, col. 1, lines 13-20, 
p. 68, col. 3, lines 53-64 and figs of 
pages 74, 75, 78) 
see the whole document 

SIRACUSA R J: "FLEXIBLE AND ROBUST PACKET 
TRANSPORT FOR DIGITAL HDTV" 
IEEE JOURNAL ON SELECTED AREAS IN 
COMMUNICATIONS , 

vol. 11, no. 1, 1 January 1993, 
pages 88-98, XP000378000 
see the whole document 



44 



1-43,45, 
46 

44 



Form PCT/1SA/210 (continuation of second sheet) (July 1992) 



page 2 of 2 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 



Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ /IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 



LJ FADED TEXT OR DRAW ING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 



IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



BEST AVAILABLE IMAGES 




THIS PAGE BLANK (usptoj 



